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1  Yéu céu trién khai ha tang hé thong vay nggﬁg hang P2P

1.1 Y&u ciu trién khai ha tfing hé thé‘rl‘g"fi

«  Thué dich vu toan bé ha tang Hé thong cho vay ngang hang (P2P) va
tach biét hoan toan véi Trung tdm dir liéu hién tai cua CIC.

. Thué toan bd dich vu vé ha tﬁng theo hinh thirc Cloud trong nudc,
cung cAp tai nguyén compute va storage trén cic may chi riéng biét, dt tai Trung
tAm dir liéu dat tiéu chuan cua TTDL theo quy dinh.

«  Thoi gian thué dich vu: 02 nam

«  Hé théng yéu cau c6 2 ving mang 16n chinh:

+ DMZ + VPN Mgmt.

+ Server Farm: App, Database, Monitor, Jump, Mgmt.

+ Mbi trudng chinh / Méi truong kiém thir

« 02 kénh quang 10 Gbps tach biét vé hudng két ndi tir Hé thong P2P
dén DC ctia CIC tai sé6 10 Pham Vin Bach, Cau Gié‘iy, Ha Noé6i phuc vu két ndi
quan tri, d6i soat CSDL, backup offline (khi c¢6 yéu cau).

« 02 dudng truyén quang 1 Gbps tir tru sé CIC dén dia diém dat dich
vu thué Hé théng P2P dé phuc vu nghiép vu xir Iy dit liéu cho hé théng P2P.

. Téi thiéu 02 kénh quang gdp 01 Gbps cia 2 ISP khéc nhau. (Chia
kénh MPLS L3 cho céc cong ty P2P két ndi — Yéu cau phai c6 giai phap ma hoa
kénh truyén ipsec, thiét bi két ndi phai dam bao tuong thich v6i cac dong san
phém nhu Cisco, Fortinet, Palo Alto, Checkpoint, Juniper ...).

. 01 Puong Internet Lease Line dé phuc vu quan tri/ cép nhat cho céac
thiét bi ctia CIC tai DC P2P.

«  Tuéan thi viéc cung cip hé théng ha ting Cloud cho CIC dam bao
viéc dat cac may chu, Storage, thiét bi mang, bao mat va viéc luu trir, xu ly dit
liéu hoan toan tai cac Datacenter & Viét Nam.

«  Giai phap an ninh bao mét phai dap tmg t6i thiéu cac yéu cau cua Hé
thng thong tin nhu trang bi cac dich vu dam béo an toan thong tin (ATTT) nhu
Firewall, EDR, SOC, Backup, ...

. C6 giai phap bao vé chéng tin céng tmg dung API (OWASP API

Top 10) 3
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1.2 Chu hinh tai nguyén hé thong

Téng tai nguyén yéu cau cung cé"ip cho hé théng cho vay ngang hang P2P nhu sau:

1.2.1. M6i truwong chinh - Production:

LOAD BALANCERS

Phan mém

HOST

- Ubuntu Server
24.04 LTS

- HAProxy

- Keepalived

Active:

- CPU: 8 cores (Intel
Xeon/AMD EPYC)

- RAM: 16GB

- SSD: 2 x 240GB (RAID 1
for OS)

- NETWORK: 2 x 10Gbps
NIC (bonded)

Standby:

- CPU: 8 cores (Intel
Xeon/AMD EPYC)

- RAM: 16GB

- SSD: 2 x 240GB (RAID 1
for OS)

- NETWORK: 2 x 10Gbps
NIC (bonded)

API GATEWAYS

Phin mém

HOST

- Ubuntu Server
24.04 LTS
- Kong Plus

Active:

- CPU: 16 cores (Intel
Xeon/AMD EPYC)

- RAM: 32GB

- SSD: 2 x 480GB (RAID 1)
- NETWORK: 2 x 10Gbps
NIC (bonded)

Active:

- CPU: 16 cores (Intel
Xeon/AMD EPYC)

- RAM: 32GB

- SSD: 2 x 480GB (RAID 1)
- NETWORK: 2 x 10Gbps
NIC (bonded)

API DATABASES

-y X
Fuan mém

HOST

- buntu Server
2404 1LTS

- PostgreSQL

- Keepalived

- PgBouncer

- pg_autoctl

pg_auto_failover

Primary:

- CPU: 8 cores (Intel
Xeon/AMD EPYC)

- RAM: 32GB

- SSD: 2 x 240GB (RAID 1
for OS), 2 x 480GB SSD
(RAID 1 for database)

- NETWORK: 10Gbps NIC




Replica:

- CPU: 8 cores (Intel
Xeon/AMD EPYC)

- RAM: 32GB

- SSD: 2 x 240GB (RAID 1
for OS), 2 x 480GB SSD

(RAID 1 for database)
- NETWORK: 10Gbps NIC

MICROSERVICES Phan mém So HOST
lwgng
- Ubuntu Server |2 Active:
24.04 LTS - CPU: 16 cores (Intel
- Docker swarm Xeon/AMD EPYC)
- Net - RAM: 64GB
framework, - SSD: 2 x 480GB (RAID 1)
Serilog - NETWORK: 10Gbps NIC
- API Services e o
iaiclor - CPU: 16 cores (Intel
Xeon/AMD EPYC)
- RAM: 64GB
- SSD: 2 x 480GB (RAID 1)
- NETWORK: 10Gbps NIC
REDIS CACHE Phin mém S6 HOST
lugng
- Ubuntu Server | 2 Master:
24,04 LTS - CPU: 16 cores (Intel
- Redis Cache Xeon/AMD EPYC)
- Redis Sentinel - RAM: 64GB
- SSD: 2 x 240GB SSD
(RAID 1)
- NETWORK: 10Gbps NIC
Replica:
- CPU: 16 cores (Intel
Xeon/AMD EPYC)
- RAM: 64GB
- SSD: 2 x 240GB SSD
(RAID 1)
- NETWORK.: 10Gbps NIC
DATABASES P2P Phin mém So HOST
lrgng
- Ubuntu Server |2 Primary:
24.04 LTS - CPU: 16 cores (Intel
- PostgreSQL Xeon/AMD EPYC)
- Keepalived - RAM: 128GB
- PgBouncer - SSD: 2 x 240GB (RAID 1
- pg_autoctl for 0OS), 4 x 1'TB SSD (RAID

pg_auto_failover

10 for database)
- NETWORK: 10Gbps NIC




Replica:

- CPU: 16 cores (Intel
Xeon/AMD EPYC)

-RAM: 128GB

- SSD: 2 x 240GB (RAID 1
for 0S), 4 x 1TB SSD (RAID
10 for database)

- NETWORK: 10Gbps NIC

LOGGING Phan mém So HOST
lrgng
- Ubuntu Server | 2 - CPU: 16 cores (Intel
24.04 LTS Xeon/AMD EPYC)
- Elasticsearch - RAM: 64GB
- Logstash - SSD: 2 x 240GB SSD
- Kibana (RAID 1 for OS), 4 x 2TB
SSD (RAID 5 for data)
- NETWORK: 10Gbps NIC
MONITORING Phan mém So HOST
lrong
- Ubuntu Server | 2 - CPU: 8 cores (Intel
24.04 LTS Xeon/AMD EPYC)
- Prometheus & -RAM: 32GB
Grafana - SSD: 2 x 240GB SSD
(RAID 1 for OS),2x 1TB
SSD (RAID 1 for TSDB)
- NETWORK: 10Gbps NIC
DATA BACKUP Phéin mém SO HOST
lwgng
- Ubuntu Server |1 - CPU: 8 cores (Intel
24.04 LTS Xeon/AMD EPYC)
- Prometheus & - RAM: 32GB
Grafana - SSD: 2 x 240GB SSD

(RAID 1 for OS), 8 x 4TB
HDD/SSD (RAID 6 for
backup data)

- NETWORK: 10Gbps NIC

3



1.2.2. Mi truwong phat trién - Development:

STT GIT SERVER Phan mém So HOST
lrong
1 - Ubuntu Server 24.04 | 1 - CPU: 8 cores (Intel Xeon)
LTS - RAM: 16GB
- Gitea - SSD: 240GB
- NETWORK: 1Gbps NIC
CI/CD SERVER Phan mém So HOST
lrong
2 - Ubuntu Server 24.04 | 1 - CPU: 8 cores (Intel Xeon)
LTS - RAM: 32GB
- Jenkins - SSD: 240GB SSD cho
- Nexus 0OS, 1TB SSD cho Jenkins
- Ansible workspaces, Nexus
repositories va Ansible
playbooks
- NETWORK: 1Gbps NIC
API GATEWAYS Phén mém So HOST
lrgng
3 - Ubuntu Server 24.04 | 1 - CPU: 8 cores (Intel Xeon)
LTS - RAM: 16GB
- Kong Plus - SSD: 240GB
- NETWORK: 1Gbps NIC
API DATABASES Phin mém S6 HOST
lrgng
“ - Ubuntu Server 24.04 | 1 - CPU: 8 cores (Intel Xeon)
LTS - RAM: 16GB
- PostgreSQL - SSD: 240GB
- Keepalived - NETWORK: 1Gbps NIC
- PgBouncer
- pg_autoctl
- pg auto failover
MICROSERVICES Phan mém So HOST
lrgng
5 - Ubuntu Server 24.04 | 1 - CPU: 16 cores (Intel
LTS Xeon)
- Docker swarm - RAM: 32GB
- Net framework, - SSD: 2 x 480GB (RAID
Serilog 1)
- API Services - NETWORK: 1Gbps NIC
(Stateless)
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REDIS CACHE Phéin mém S6 HOST
lrgng
- Ubuntu Server 24.04 |1 - CPU: 8 cores (Intel Xeon)
LTS - RAM: 16GB
- Redis Cache - SSD: 240GB
- Redis Sentinel - NETWORK: 1Gbps NIC
DATABASES P2P Phan mém So HOST
lrong
- Ubuntu Server 24.04 | 1 - CPU: 16 cores (Intel
LTS Xeon)
- PostgreSQL - RAM: 32GB
- Keepalived - SSD: 240GB, 2 x 1TB
- PgBouncer SSD
- pg_autoct] - NETWORK: 1Gbps NIC
- pg_auto_failover
LOGGING Phan mém S6 HOST
lwrgng
- Ubuntu Server 24.04 |1 - CPU: 4 cores (Intel Xeon)
LTS - RAM: 8GB
- Elasticsearch - SSD: 240GB SSD, 1TB
- Logstash SSD
- Kibana - NETWORK: 1Gbps NIC
MONITORING Phin mém So HOST
lrong
- Ubuntu Server 24.04 |1 - CPU: 4 cores (Intel Xeon)
LTS - RAM: 8GB
- Prometheus & - SSD: 240GB SSD, 1TB
Grafana SSD

- NETWORK: 1Gbps NIC
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1.3 Cac dich vu dap ing ATTT

STT | Yéu cau Yéu
cau
1 Giai phép bao vé chéng tan coéng tng dung API (OWASP | Cé
API Top 10)
& Phuong 4n quan ly truy cip, quan trj hé thong tirxa antoan |  C6
3 P}’u.rcmg an quan ly truy cép gifta cdc vung mang va phong | Cé
chong xam nhép
4 Phuong 4n can bang tai va du phong néng cho cac thiét bi |  C6
mang chinh
3 Phuong 4n chin loc phan mém doc hai trén méi truong | Co
mang |
C6 phuong 4n giam sat hé thong thoéng tin tap trung Cé
Co6 phuong én’ gidm sat an toan hé thong thong tin tap trung | Co
sur dung san pham Quan ly va phan tich su kién an toan thong
tin
Phuong 4n quan ly sao luu du phong tép trung Co
9 C6 phuong an quan ly phan mém phong chong ma doc trén | C6
cac may chu

2 Céc yéu cau vé dich vu

2.1 Yéu cau ha tang Cloud va quén tri Cloud:

Ning lue Dich vu

Ha tang Cloud dép trng chimg chi/chirg nhan bao
mét thong tin ISO 27017 va ISO 27018 con gia tri
trong thoi gian hiéu lyc cia E-HSDT. Nha thau
cam két duy tri ching chi/ching nhan bao mat
thong tin theo ISO 27017 va ISO 27018 trong subt
thoi gian cung cép dich vu.

Ha tang Cloud duoc cép gidy x4c nhén con hiéu lyc
dap ung tiéu chi, chi tiéu k¥ thuét va an toan thong
tin tai vin ban sé 1145/BTTTT-CATTT ngay
03/4/2020 va van ban sb6 2612/BTTTT-CATTT
ngay 17/7/2021 ciia B4 Théng tin va Truyén thong
Thué toan bd dich vu vé ha ting theo hinh thirc
cloud trong nudc, cung cép tai nguyén compute,

9
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storage trén cdc mdy chu riéng (khong chia s¢, diung

chung tai nguyén véi bat ky chu thé khac), dit tai
Trung tim dir liéu dat tiéu chuén cta trung tAm dir
liéu theo quy dinh.

Tinh ning dich vu

Thiét ké hé thong

Hé théng DC P2P dugc trién khai theo mé6 hinh
Cluster va danh riéng cho CIC, tach biét voi cac
khach hang khac, s6 lugng thiét bi vat ly dam bao
kha nang du phong theo nguyén tic N+1

Yéu cau doi véi cum Server
compute

Yéu cau ciu hinh d6i véi cum Server compute:

- Chip Thé hé 5 hodc méi hon, xung nhip co s& t6i
thiéu 2.2 GHz, sb ludng tdi thiéu 32 / 1 chip vat ly,
hd trg HT (Hyper Threading).

- RAM DDR4, DDRS5 hoac méi hon

- Ty 1€ ao hoa vCore/pCore <= 3

- Ty 1¢ 40 héa vRam/pRam <=1

- Pam béo cung cép tai nguyén tdi thiéu 272 vCore,
1.052 GB vRam

- Nha thiu dam bao thiét bi dugc cung cap riéng
cho CIC, dugc san xuat tir ném 2024 tro lai.

- C6 Catalogue hodc hinh anh do nha san xuét hogc
dai ly cung cép giri kém theo hd so dy thau

Thiét bi c6 license hd trg cia Hang trong qua trinh
cho thué dich vu.

Yéu cau doi voi cum Server
srorage

Déi v6i cum Server Storage SSD:

- Sir dung 6 SSD

- Dir liéu dugc duplicate trén 3 Storage node khac
nhau

- Dam bao cung cép tai nguyén kha dung t6i thiéu
24TB SSD st dung.

- C6 kha nang md rong thém 6TB SSD.

Doi voi cym Server Storage DATA BACKUP:

- Sir dung 6 HDD/SSD

- DPam bao cung cép tai nguyén kha dung t6i thiéu
24TB HDD sir dung.

- C6 kha ning m¢ rong thém 6TB HDD/SSD.

- Nha thau dam bao thiét bj dugc cung cép riéng
cho CIC, dugc san xuét tir ndm 2024 trd lai.

-Cé Catalogue ho#c hinh anh do nha san xuét hodc
dai 1y cung cép giri kém theo hd so du thiu

Thiét bi c6 license hd trg cia Hang trong qua trinh
cho thué dich vu

A
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Bang thong

Bing thong két ndi gitta cac méy 4o co thé hd trg
1én té1 10Gbps

Yéu céu vé Portal quéan tri dich vu

Khong gidi han s6 luong tai khoan quén tri dugc

Tai khoan quan tri ki tno
Portal quan trj DC P2P ¢6 tinh ning quan trj tong
tai nguyén duoc cip.
C6 kha nang lwu vét logs thao tac dén cac dich vu
cung cz"tp trén portal
C6 kha nang quan ly cac template, file ISO, hd trg
Daéc tinh cua portal it nhat dinh dang file vmdk, ngoai ra hd tr¢ 1 trong

cic dinh dang file image sau: raw/vhd/
vhdx/vmdk/qcow2 va console vao méy ao ké ca khi
may ao khong cé két nodi (console out of band).

Quéan tri tdp trung cac thanh phan (compute,
storage, network, loadbalancer, container, ...) trén
cung giao dién duy nhat

Quan tri cic may ao

Cho phép Khéch hang chi dong khai tao, ning cap,
x0a cac may chi ao, cac anh chup (snapshot).

Ho trg céac tinh nang co ban: tat, mo, khoi dong,
tam dimng mady; doi tén may; console, reset mat
khau cua Guest OS.

C6 kha ning giam sét tai nguyén hé thong (CPU,
RAM, Disk) cac may chu ao

Quan trj hé thong mang

Cho phép khach hang chu dong thiét ké, ciu hinh
so d0 mang 4o cta hé thong: Phén chia zone (DMZ,
APP, DB, ...), IP/Subnet.

Quan tri ngudi dung

Quén ly, phan quyén truy cap cho user quan tri.

Thiét lap cac chinh sach dich vu, kiém soat nhat ky,
su kién.

Dich vu Cloud Backup

Cung cép giai phap cho phép khéi tao Snapshot,
Dit lich backup tu déng cho cac 6 lwu trir cia may
chu ao

HO trg tinh ning Backup: Full, Incremental

HOb trg Iuru trir t6i thiéu 01 ban trén hé thong

Téng dung lugng luu trir Backup 1én dén 30 TB

A A A . A
Yéu ciu vé dich vu trién
khai

- Nha thau chju trach nhiém thiét ké mé hinh két
ndi chi tiét gitta DC P2P dén DC CIC, Tru s& chinh
- Nha thau chiju trach nhiém trién khai toan bd ha
tdng DC P2P va céc dich vu, thiét bj cung cép trong
dé xuét.

Yéu cau hd trg trién khai
irng dung

HO trg, phdi hop chu dau tu trién khai cai dat,
deploy trng dung trén cloud:

11
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- Nha thau khéi tao méy chu 4o theo danh séch va
chu hinh ctia Chu dau tu;

- Nha thu hd trg dich chuyén va khdi phuc cc ban
image méy chu 4o Ung dung tai DC Site.

- Nha thiu dam bao va chiju trach nhiém dé hé théng
ing dung cua CIC tuong thich hoan toan véi ha
tAng do nha thiu cung cap.

7 | Quan Iy nhét ky hé thong

Nguoi quén tri c6 thé xem dugc toan bo nhat ky
hoat dong cta hé thong Cloud Compute (dién toan
dam may) va xuit cic béo céo theo yéu cau (theo
ngdy, theo thang, thoi gian tdi thiéu 3 théng...)

Yéu chu vé biao hanh, bao
tri

Nha thiu co trach nhiém béao hanh, bao tri chinh
hang cac thiét bi, dich vu cung cép trong thdi gian
cung cap dich vu

2.2 Firewall

Tudng lira thé hé méi (Next Generation Firewall) dé cung cép giai phép
bao vé cho hé thdng trudc cac nguy co tir cude t4n cong trén moi trudng mang
hién nay. Dam bao hé¢ théng c6 2 16p tudong lira External va Internal.

Théng s6 ciia mdi cdp tudng lira External va Internal nhu sau:

S6 lugng 02

CPS (Connections per second) > 97 K

Céc tinh ning Firewall + IPS c6 throughput > 11 Gbps

Hiéu nang yéu cau

Next Gen Firewall Throughput (Sir dung céc tinh néng
Firewall + IPS + Application Control) > 7 Gbps

Céc tinh niang Next Gen Firewall + URL Filter + Anti-
Virus + Anti-Bot ¢6 throughput > 3 Gbps

Kiém soat g dung Application Control

Ngan chin xdm nhap IPS (Intrustion Prevention System)

Tinh nang yéu cau c6 sin
Ngin chin mé djc — Anti-Bot, Anti-Virus
URL Filtering
Bio hanh va h3 trg ky thudt Nha thau c6 tracp nh.n_:m bao hanh, ho trg k¥ thuét trong
thoi g1an cung cap dich vu
C6 sin viéc quan ly chinh sach bao mat tdp trung trén
o mot giao dién diu khién duy nhét, cing chung nha cung
Yéu cau vé giai phap cap dich vu tudng lira chuyén dung.

Pép tng quan ly chinh sach bao mét tdp trung cho cac

cap tudong lira Firewall External + Firewall Internal.
£
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Hang san xuét

2024

Hang san xuat thiét bj twdong lira nam trong nhém
Leader ciia mdt trong céc bao céo sau:

- Béo céo The Forrester Wave: Enterprise Firewalls

- Bao cédo Gartner Magic Quadrant forNetwork
Firewalls 2022

2.3 Dich vu giam sat an ninh mang - SOC

1

Yéu ciu quy trinh

Mo ta

1.1

Gidy phép kinh
doanh san pham, dich
vu an toan théng tin
mang theo quy dinh tai
Diéu 40. Luét An toan
thong tin mang nam
2015,

Nha thau phai cé “Gidy phép kinh
doanh san phdm, dich vu an toan thong tin
mang” con han dén 31/12/2026 trong d6 ¢6
cac hang muc:

- Cung cip dich vu gidm sat an toan
théng tin mang. ’

- Cung cap dich vu Gmg clru su co an
toan thong tin mang.

Truong hop Nha thau lién danh thi
timg thanh vién lién danh tham gia cung cép
dich vu giam sat an ninh mang SOC phai c6
“Gidy phép kinh doanh sé.n pham, dich vu
an toan théng tin mang’ dap Umg cac yéu
cau néu trén. Nha thau ndp kem theo E-
HSDT ban scan ban gbc hodc ban sao chimg
thuc glay phép kinh doanh. Nha thiu cam
két gia han Glap phép khi hét han, dam bao
hiéu lyc cta Gidy phép bao trum thoi gian
thue hién hop dong.

e

Quy trinh, tai liéu
lién quan dén vén hanh
SOC (thiét ké, thiét lap,
van hanh, nang cip...)

Quy trinh dam bao c6 du cac muc:
md hinh, vén hanh, gidm sét, phoi hop xur
ly, quy trinh xtr Iy su c0, bao cao dinh ky.

1.3

Danh gia mdt so tinh
hudng cu theé trong viéc
XU ly cac su co an toan

Téi thiéu 03 tinh hudng phu hop véi
quy trinh van hanh SOC & muc 1.2.
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théng tin theo quy trinh
da ban hanh

Yéu cau ve dich vu
cho SOC

Quan ly doi tuong
dugc giam sat va nguon
gui log

Cho phép quan ly dbi tugng dugc
giam sat va nguon gui log theo cac nhom
duoc dinh nghia, theo dia chi mang, vi tri
dia ly;

Péi twong gidm sat bao gom:

- Céc thiét bi mang, bao mat

- Céc thiét bi may chu, luu trit vat ly

- Cac may chu ao

Quan ly va giam sat
tdp trung cac thanh
phan tich hgp bén trong

SIEM cho phép quan ly va giam sat
tap trung thong qua glao dién dd hoa cac
théng s6 hiéu ning sau cia cic thanh phan
tich hop bén trong:

- Receiver;

- Parser;

- Indexer;

- Storage;

- Correlator.

Quan 1y tép luét

SIEM cho phép quan ly tap luat bao
vé bao gdm céc thao tac sau:

- Thém mdi, stra, x0a tap luat

- Kich hoat, v6 hiéu héa, kho6i phuc
tap luat

Quan ly bao céo

Cho phép tao méi, xem lai va x6a
b4o co da duoc tao, tao bao cdo theo mau;

Cho phep lya chon dinh dang tép tin
bao cdo xuét ra dap tmg tdi thiéu 02 trong
cac dinh dang sau: WORD, EXCEL, PDF,
HTML, XML;

Quan ly xac thuc va

Xac thuc bang tai khoan - mét khau,
trong d6, quan tri vién co thé thiét lap va
thay d6i dugc d§ phuc tap cua mat khau;

Phan nhém tai khoan téi thiéu theo

plsia quytn 02 nhom la quan tri v1en va nguoi dung
thuong vdi nhitng quyén han cu thé dbi voi
tirng nhom.
- UEBA (User Entity and Behaviour
Kién triic hé théng  [-0alycs);

- C6 tich hop Threat Intelhgent thu thép
thong tin tinh bao vé cac moi de doa.
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-SOAR (Security Orchestration,
Automation & Response);

- Hé théng giam sat bat thuong 16p mang

Sian tim cac moi

Sin tim cac moi nguy ATTT cho toan bd
cac thiét bi quan trong ctia hé thong P2P
(may chu vat ly va ao hda, mang, bao mat

nguy ATTT ...) it nhét 01 1an trong 01 nam hodc khi cé
yéu cau xir 1y cac su c6 vé ATTT dot xuat
cua CIC.
4 Hb tro k¥ thuat
41| Keénh hé trg, tiép| HO trg 24/7 qua nhiéu kénh (hotline,
__| nhén théng tin ticket, email)
PEA B ol e 2 T TN

va xu ly yéu cau

4.3

Cam két didu tra,
xac minh céc su cbd
ATTT duoc canh bao
tir hé théng giam sat
ATTT 24/7

+ Canh bao mirc nghiém trong trong
vong 1 gio.

+ Canh bao mirc cao trong vong 4 gio.

+ Canh bao mirc trung binh trong vong
12 gio.

+ Canh bao mirc thip trong vong 24 gid.

2.4

Phong chong mi djc va EDR

| 4 . S? i T6i thiéu cac may chi tai muc 1.2
bao vé
i T A Hudng dan trién khai va thiét 14p cau hinh
2 Yéu cau vé tai liéu 3 o G T
Hudng dan sir dung va quan tri
Yéu cdu hé didul - Windows Server tir 2016 tro 1én.
. § P x : - Linux: c4c phién ban dugc phat hanh tir
hanh ho tr¢ g na
2020 tré lén.
i oho v dish v ‘(?0 Fl;ch vu h.o trg, bao hanh tir hdang trong
B hé thén thoi gian mua license
S C6 phét hanh c4c ban vi,...
Giai phap phai c6 giao dién web bang diéu
‘ ‘ khién tap trung cho quan trj vién, ho trg hién
5 Yéu cau vé giai|thi trang ’ghéi cua timmg may chu ao, dir liéu
phéap thanh phan may chu ao (Server Address,
Server Port, Port Type, ...), dit liéu su co, cai
dat, v.v.
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2.5 Yéu cau vé dich vu Router dén kénh

Cung cép 4 thiét bi Router dé dam bao dy phong, c6 chic ning ma héa
tép tin trén kénh truyén, thong s6 nhur sau:

Thong s6 Mo ta
S6 lugng port 1Gbps
, o = . A >6 pOI't
(c6 kha ndng ho tro giao di¢n quang)
>2 SM
Slot
> 2 NIM
Flash Memory > 8 GB
Storage >16 GB
IPsec Throughput > 1Gbps
Kha nang m¢& rong port Co
Kha ning ho tro ma héa, NAT Cé
Support [Pv4/IPv6 Co

- Nha thau dim béo thiét bi dugc
cung cap riéng cho CIC, dugc san xXuét
tr nam 2024 tro lai.

- C6 Catalogue hodc hinh anh do nha
san xuét hodc dai 1y cung cdp giri kém
theo hd so du thau.

Yéu cau chung

Nha thu c6 trach nhiém bao hanh, hé
Bao hanh va hd tro k§ thudt | trg k§ thuét chinh hang trong thoi gian
cung cép dich vu.

2.6 YEU CAU KY THUAT POI VOI KENH TRUYEN

2.6.1 Yéu cau chung

STT Noi dung Yéu cau vé ky thuit
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C6 gidy phép cung cap dich vu vién
Gidy phép cung cép dich | thong do co quan c6 thAm quyén cép con
vu vién théng do co quan c6 | hidu luc téi thiéu 12 thang tinh tir thoi diém
thdm quyén cap déng thiu va cam két duy tri trong thi gian
thué.
C6 gidy phép thiét lap mang vién thong

Gidy phép thiét 1ap mang | do co quan c6 thdm quyén cp con thoi han
vién théng do co quan c6 | han tdi thidu 12 thang tinh tir thoi diém déng
tham quyén céap thau va cam két duy tri trong thoi gian thué.

Puoc phép trién khai & khu vire Ha Noi.

2.6.2 Yéu cau cu thé d6i véi cac kénh truyén.

i | Kénh truyén két noi DC ciia CIC va DC P2P

- S6 luong: 02 dudng quang tring, trén 02
tuyén doc lap

- Chi phi thué da bao gdm chi phi trién khai
két ndi dén thiét bj dau cudi cua CIC tai DC
Fornix va thiét bj tai DC P2P.

- Phuong tién truyén dén quang.

- Kénh truyén sé liéu 1a kénh két ndi diém
— diém (P2P).

_-Dja diém: Diém dau: DC CIC FPT Fornix.
biém cuoi: DC P2P Ak

- Toc dg: 10 Gbps — Két noi DC caa CIC
va DC P2P

- Kénh phai két nbi dugc véi thiét bi Cisco
dau cubi cua CIC;

+ D§ kha dung > 99%; D¢ tré (RTT, packet
size = 2000 byte) < 05 ms; Ty 1é mat géi: <=
0.1%

Yéu gé.u Giao dién va vét - Nha cung cép dich vu (ISP) cung cép vit
tu ket noi tur két ndi, bao gébm nhung khéng gi6i han cac |-
vat tu nhu: transceiver/SEP+, ... @ dam bao

%

Yéu cau vé pham vi cung
cap dich vu

Yéu cau k¥ thuat
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cung cép dich vu theo yéu cau va phuong 4n két
ndi cta CIC, cy thé:

- CIC khéng str dung thiét bi chuyén ddi tin
hiéu quang thanh tin hiéu dién (media
converter).

- Giao dién két nbi kénh truyén cén 12 loai
LC (Lucent Connector) str dung cap quang két
ndi truc tiép vao thiét bi cia CIC tai 02 dau
thong qua transceiver/SFP+.

- ISP cén cung cAp transceiver/SFP+ toc do
tuong ung voi 01 duong truyén va twong thich
v6i ha ting truyén dén cua kénh truyén ma ISP
d6 cung cap.

- Transceiver/SFP+ nay can tuong thich véi
thiét bi ctia CIC bao gom:

- Cisco Nexus7000 C7009, Nexus 9500;

- Thiét bj d4u cubi tai DC P2P.

+ Transceiver/SFP+ can hd trg mot trong
céc tinh ndng nhu DOM/DDM dé CIC co thé

chu dong glam sat chét luong két ndi théng qua
kiém tra cong suat thu/phat quang.

Yéu cau tién d6 cung cap
dich vu

Viéc trién khai, cung cap dich vu trong vong
01 thang ké tir ngay hop dong c6 hiéu lyc.

Yéu cau vé chat lugng
dich vu

- C6 quy trinh cu thé trong viéc nhén, guri
théng béo va khic phuc su cb.

- HO tro tai dia chi khach hang trong vong
30 phut ké tir khi duong truyen c6 su co hodc
khong dam bao cac yeu cau k¥ thuat, thoi g1an
khic phuc su ¢6 trong vong 120 phut d6i véi 16i
ky thuat (khong thudc 16i vat ly) va thoi gian
khic phuc khéng quéa 240 phut d6i voi 151 vat

ly.

Yéu cau vé kiém tra,
nghiém thu san pham

- CIC hoic dai dién cuia CIC c6 quyén kiém
tra viéc dép tng cac yéu cau k¥ thuat cia kénh
truyén do nha thau cung cap dép mg:

dudng truyén toc do: 10 Gbps — Két n6i DC
P2P v61 DC

- Do kha dung > 99%; D6 tré (RTT, packet
size = 2000byte) < 05 ms; Ty 1¢ mat goi: <=

0.1%
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Yéu cau khac

- Nha thau cam ket thuc hién thay déi diém
két n6i (01 14n) khi CIC thay dbi vi tri thué DC
pham vi Ha Noi. Chi phi thuc hién thay dbi
diém két ndi do nha thau chiu. Dong thoi, Nha
thAu cam két chét lugng dich vu cling nhu cac
yéu cau khéc sau khi chuyén dbi phai dap tmg
theo dung yéu cau k¥ thuat nhu trén.

- Nha thau hd trg CIC c4u hinh kénh tai 02
dau két noi

Puong Internet Lease Li

ne dé quan tri/ cAp nhat

Kénh truyén internet kénh riéng

Loai kénh truyén _
(Leasedline Internet)
S6 lugng kénh truyén 01 kénh truyén
Tée 4 kénh truydn Tro'ng r}uérc: > 200Mbps
Quoc té: > 4Mbps
Loai ket noi Két ndi cap quang
Pia diém dau noi DC P2P
- Bang thong (Mbps) > 99%

Chét luong kénh truyén

- Ty 1é mat g6i < 0,1%

- Do tré (RTT, packet size =2000 bytes) <
50ms

- Thoi gian gian doan khong qua 01%/nam

- Thoi gian gian doan khdéng qua 60
phut/lan

- Kénh truyén phai dam bao két néi lién tuc
24/24.

Coéng cu (phan mém) do
kiém va giam sat bang thong

két noi

Coéng cu (phan mém) do kiém va giam sat
bing théng kénh truyén theo thoi gian thuce
(Real-Time), c6 kha nang bdo céo hién thi theo
biéu dd, dang text trong sudt thoi gian cung cép
dich vu.

Yéu cau thiét bi di kém

Nha thau dam bao day du vat tu két noi.

Yéu cau vé IP Public

Yéu cau cung cap 01 dai IP Public gom 16

dia chi IP Public phuc vu NAT cua CIC.

%
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dat dich vy

Yéu cau vé cau hinh cai

- Kénh truyén cia nha cung cép dich vu
internet phai dam bao hoat dong 6n dinh 24/7.

Yéu cau vé chat luong

dich vu

- C6 quy trinh chi tiét vé tiép nhan va xtr
ly su cb;

Thoi gian x4c nhén sw c6: < 0.5h; Thoi gian
xu ly su ¢o: < 02h; Thoi gian tiép nhén su cd:
24/7/365.

Yéu cau khac

- Chi phi thué da bao gdm chi phi trién khai
két ndi dén thiét bj du cudi cia CIC tai DC
P2P.

- Cam két thiét 1ap kénh truyén riéng, doc
14p, an toan va bao mét danh riéng cho CIC.

- Cam két ning cép tbc do linh hoat, khong
phai thay dbi thiét bi dau cudi

- Nha thau c6 Van phong/chi nhanh/Bo
phéan h trg k¥ thuét tai Ha Noi

Sb tuyén (hudng) két nbi
qubc té

Nha thau sé& hiru s6 tuyén (huéng) két ndi
qudc té: Téi thidu 02 huéng

Két ndi truc tiép dén mot
s6 nha cung cap dich vu vién
thong lon tai Viét Nam
(Peering)

C6 két nbi truc tiép dén mot sé nha cung
cap dich vu vién thong lén tai Viét Nam nhu
Viettel, VNPT, FPT,...

Két nbéi v6i Trung tdm
Internet Viét Nam (VNNIC)

C6 két ndi véi VNNIC

Kénh két ndi giira tru s¢ CIC déen DC P2P (kénh nghiép vu)

Yéu cau vé pham vi cung

- S6 luong: 02 dudng quang tréing ,
- Chi phi thué d4 bao gom chi phi trién khai

cép dich vy két nbi dén thiét bj dau cudi cua CIC tai Try s&
chinh cia CIC va thiét bi tai DC P2P.
- Phuong tién u'uyén dan quang.
- Kénh truyén sb liéu 1a kénh két ni diém
Yéu cau k¥ thuat — diém (P2P).

- Dia diém’: Diém dau: Tru s& chinh ciia
CIC. biém cudi: DC P2P
- Toc d: 01 Gbps
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- Kenh phal ket nbi duorc v6i thiét bi Cisco
déu cubi cua CIC;

+ D6 kha dung > 99%; Do tré (RTT, packet
size = 2000byte) < 05 ms; Ty 1& mat goi: <=
0.1%

Yéu cau Giao dién va vat

tu két ndi

- Nha cung cép dich vu (ISP) cung cap vat
tu két ndi, bao gébm nhung khéng gi6i han cic
vt tu nhu: transceiver/SFP+, ... dé dam bao
cung cép dich vu theo yéu cu va phuong 4n két
noi cua CIC.

Yéu cau tién d¢ cung cap

dich vu

Viée trjén khai, cung gz"ip dich vu trong vong
01 thang ké tir ngay hop dong co hiéu luc.

Yéu cau vé chat lugng

dich vu

- C6 quy trinh cu thé trong viéc nhéan, gui
théng béo va khic phuc su cd.

- Hb tro tai dia chi khach hang trong vong
30 phat ké tir khi duong truyen co su co hodc
khong dam bao céac yéu cau k¥ thuat, thoi gian
khéc phuc sy c¢b trong vong 120 phit dbi véi 16i
k¢ thuat (khong thude 18i vat 1y) va thoi gian
khic phuc khong qua 240 phut dbi véi 161 vat
ly.

Yéu cau vé kiém tra,

nghiém thu san phdm

- CIC ho#c dai dién ctia CIC c¢6 quyén kiém
tra viéc dap tng cac yéu cau k¥ thuét ctia kénh
truyén do nha thau cung cap dép tmg:

01 duodng tée d6: 01 Gbps — Két ndi DC P2P
véi tru so chinh CIC.

- D6 kha dung > 99%; D6 tré (RTT, packet
size = 2000byte) < 05 ms; Ty 1&é mat goi: <=
0.1%

Yéu cau khac

- Nha thdu cam két thuc hién thay dbi diém
két nbi (01 1an) khi CIC thay dbi vi tri Tru s&
chinh ciia CIC pham vi Ha N¢i. Chi phi thuc
hién thay dbi diém két nbi do nha thau chiu.
Déng thoi, Nha thiu cam két chét lugng dich vu
ciing nhu céc yéu cau khac sau khi chuyén dbi
phai dap tmg yéu cau k§ thuat nhu trén.

- Nha thau hd trg CIC c4u hinh kénh tai 02
dau két ndi

4
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4 | Kénh truyén ciia h¢ théng P2P giira

CIC va cac cong ty P2P

Yé&u cau vé pham vi cung

cép dich vu

- S4 lugng: 02 dudng quang tring cau 02
ISP khéc nhau, bang théng 1 Gbps két ndi gifta
CIC va cac cong ty P2P (c6 kha nang chia thanh
nhiéu kénh MPLS).

- Chi phi thué: nha thau chiu trach nhiém
trién khai va thu phi tir cac cong ty P2P c6 nhu
cau két ndi dén DC hé théng P2P ciia CIC.

Yéu cau vé chat lugng

dich vu

Nha thiu thuc hién theo cam két chat lugng
dich vu theo thoa thuédn véi céc cong ty P2P.

Nha thau chiju trach nhiém gidm sét c4c chi
tiéu k¥ thuét cia kénh truyén nay theo hgp dong
v&i céac cong ty P2P.

2.7 Bén quyén phan mém KONG

- Ban quyén phan mém va hd tro k¥ thuét: 24 thing
- Trién khai cai dit tai DC P2P

A A A A
Yéu cau phan mém:

- Gateway Services S6 luong dich vu (services): 10 APIs

- API Requests S6 luong yéu cau API: 10 triéu yéu cau/théang
- Advanced Analytics:10 triéu yéu cau/thang

- Developer Portal: 01 portal

- Published APIs: 10 APIs

2.8 Dao tao, chuyén giao cong nghé.

- Nha thau thuc hién dao tao, chuyén giao cong nghé cho t6i thiéu 10 ngudi
d6i véi toan bd ndi dung cung cap dich vu.

- Dia diém dao tao: Ha Nbi




