3.

4.

BOY TE ,
BENH VIEN CHQ RAY

Kinh giri: Cic hing san xuat, nha cung cap tai Viét Nam

CONG HOA XA HQI CHU NGHIA VIET NAM

Poc liap — Tu do — Hanh phic

Thanh pho Hé Chi Minh, ngay.29 thang 0.9 nam 2024

YEU CAU BAO GIA

Bénh vién Chg Riy ¢6 nhu cdu tiép nhan bao gid dé tham khao xdy dung gia goi thau,
lam co s& lap du toan, ké hoach lwa chon nha thau cho goi thiu “Mua sdm bd sung ha tang cong
nghé thong tin cho hé thong hién cé tai Bénh vién Chg RAy ” vé4i ndi dung cu thé nhu sau:
I. Théng tin ciia dom vi yéu ciu bdo gia

1. Pon vi yéu cau bao gia: Bénh vién Chg Réy

2. Théong tin lién hé cua ngudi chiu trach nhi¢m tiép nhén béo gia:
Ba Nguyén Lé Thanh Tric — Pho Truong phong Quan tri

S6 dién thoai: (028) 3855.4137 / 3855.4138 (Ex: 1119)
0979 920 138
Email: phongquantri.bver@gmail.com

Céch thirc tiép nhan bao gia:

Nhin truce tiép hodc theo dudng buu dién tai dia chi: I”h(‘mg Quan tri -Bénh vién Chg Ray
- 201B Nguyén Chi Thanh, Phudomg 12, Quan 5, Thanh pho Ho Chi Minh (Ban cimg c6 dong
déu)

Thoi han tiép nhan bao gia:

Tir 08h ngay ©4 thang 7 nam 2024 dén trude 16h ngay /4 thang 7 nam 2024
Céac bao gia nhdn duogc sau thoi diém néu trén s& khong dugc xem xét.
5. Thoi han ¢6 hiéu luc cua bao gia:

Téi thiéu 120 ngay, ké tir ngdy #/ thdng 7 ndm 2024.

I1. Nji dung yéu céu bio gia:

r’ - NH
1. Danh muc hang hoa: o1 T
[Mb ti yéu cau vé tinh ning, thong s6 ky Sb D T\ PHU
STT Tén hang héa thudt va cdc thong tin lién quan vé k§y lwgng/khoi t(m hv\!‘ \\_
thuit lrong n T
1 [Thiét bi bao mat MO ta cu thé tai Phu luc “Danh muc hang Bo
héa chi tiét”.
2 |Phan mém bao mat M ta cu thé tai Phu luc “Danh muyc hang Phan mém
hoa chi tiét”.
3 [Thiét bi San switch SN3600B  [M# ta cu thé tai Phu luc “Danh muc hang Bo
héa chi tiét”.
4 [May chi Rack M6 ta cu thé tai Phu luc “Danh muc hang Bo

hoa chi tiét”.

2. Pia diém cung cip, lap dat; cac yéu cau vé van chuyén, cung cép, 1ap dat, bao quan hang hoa/
vat tu

3.

Tai Bénh vién Chg Ray

Thoi gian giao hang du kién:

Giao hang trong vong 08 thang.






4. Dy kién vé cac diéu khoan tam tng, thanh toan hop dong: Khong thuc hién tam {mg hop
dong, thanh toan hop dong theo tirng dot giao hang kém bién ban nghi¢ém thu.

5. Cac thong tin khac (néu co).
- Pinh kém bang danh muc hang hoa chi tiét

Noi nhin:
- Nhur trén;

- Luu: QT.. V
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STT

Tén

Quy céch/ Thong s ky thuit

bVvT

S6 lwgng

Pong

.

Thanh tién

- C6 tinh ning truy cdp tir xa mang riéng ao (Remote Access
VPN) [SSL, IPSec] véi s6 lugng tan suét (tunnel): > 1,500

- S6 luong viing bao mat (Security zone): > 50

-SH luwong chinh sach bao mat (Security rule): > 1,500

- Phién/két noi giai ma 16p cong bao mat dong thoi toi da
(Max concurrent SSL decryption sessions/connection): >
51,000

- C6 tinh ning phan anh giai ma/nhén ban cong lop cong bao
mat (SSL Port Mirror/decryption mirror): Co6

- C6 tinh ndng g6i mang / moi gioi giai ma (Network
Packet/Decryption Broker): Co

- Phan cimng ¢6 mo-dun quan tri [cau hinh, ghi nhat ky, bao
cdo (configuration, logging, reporting)] va mo-dun xu ly dir
liéu doc 1ap, ¢6 161 b vi xur ly (Core CPU) riéng cho cac mo-
dun: Co

- Sb lugng 16i bo vi xir Iy (Core CPU) cho phan quan tri: > 2
- S6 lugng 161 bo vi xir ly (Core CPU) cho phan xir ly dir
liéu: > 6

- Kich thude: < 1U

1.2 Giao dién

- Céng 10Mbps/100Mbps/1Gbps RJ-45: = 8

- Cong 1Gbps/2.5Gbps/5Gbps RI-45 ¢6 cap ngudn qua
Ethernet (PoE): > 4

- Céng 1Gbps SFP (chua bao gom mé-dun quang): > 6

- Cong 1/10Gbps SFP/SFP+ (chua bao gdom mo-dun quang):
>4

- Cong quan tri 100/1000Mbps quan ly ngoai bang tan (out-
of-band management): > 01
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STT

Tén

h

ang

Quy cich/ Thong sb ky thuit

bVT

S6 lwgng

Pong

=

Thanh tién

T

- Giao thirc Internet phién ban 6 giai ma lop cong bao mat
(IPv6 SSL Decryption). tur dong cau hinh dia chi khong trang
thai (SLAAC): Co

- Dich dia chi mang (NAT64), Dich tién to mang (NPTv6):
Co

2.2 Tinh nang Dy phong

- C6 tinh nang tinh san sang cao (High availability) chay chua
dong/ chu dong (Active/Active) hodc chay chu dong/thu
dong (Active/Passive)

- C6 co ché phat hién 16i: giam sat duong dan (path
monitoring), giam sat giao di¢n (interface monitoring)

2.3 Tinh nang Nhan dién va kiém soét Gmg dung, ngudi dung
- C6 Nhan dién va thiét lap chinh sach theo (mg dung

- Co Irong cung mot chinh sach co thé cau hinh chan/mo
g dung, giao thirc, port va kiém tra hé théng ngan chan
xam nhép (IPS), chéng virus (AntiVirus), chong phin mém
gian diép (Anti Spyware/ Botnet), loc dinh vi tai nguyén
thdng nhat (URL Filtering), loc dir lidu (Data Filtering / file).
cong cu goi nang cao (Sandbox)

- C6 tinh niang nhan dién va chong tan cong theo timg luong
trong Giao thire truyén siéu vin ban (HTTP/2)

- C6 tinh nang hd tro o::u\m: ddi chinh séach tir dua trén om:m
(port-based) sang dua trén tmng dung (application-based)

- Co tich hop vai 802.1X, b diéu khién khong day (wireless
controller), may chi thu muc mé cua Apple (Apple Open
Directory server), may chi iy quyén (proxy server), kiém
sodt truy cap mang (NAC) dé nhan dién ngudi dung
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STT

Tén hang hoa

Quy cich/ Thong sé ky thuit

bvT

Sé lwgng

Pong

-3

Thanh tién

- Co tinh nang giai ma bao mat tang van tai (TLS 1.3) cho
cac ra ngoai (outbound) va vao trong (inbound)

- C6 thuce don (menu) riéng dé theo ddi, quan ly log lién
quan dén giai ma 16p cong bao mat (SSL Decryption)

2.5 Tinh nang Néng cao di kem

- C6 tinh nang chong thét thoat dir liéu (data filtering), ngan
chan nguoi dung guri tai li¢u hodc ndi dung nhay cam ra
ngoai theo cac thugc tinh file, tir khoa

- Co tinh nang chan loc dir li¢u (file) theo chiéu tai lén/xudng
(upload/download) theo tirmg g dung

- C6 tinh nang chinh sach xac thuc (Authentication policy)
bt budce ngudi dung phai xéc thue nhiéu thanh t6 cho cac
may chu quan trong

- Cé tinh nang phong chong hé¢ diéu hanh dia (DoS) véi khu
vuc bao vé (Zone Protection) va bao vé hé diéu hanh dia
(DOS Protection)

2.6 Nang luc phong vé bao vé moi de doa (Threat
Prevention/Protection)

- Co6 tinh nang bao v¢ 16 hong (vulnerability protection/IPS)
trén thiét bi dé xuat, aw:m thoi voi ormsm virus (antivirus) va
chdng phan mém gian diép (anti-spyware)

- Phai ¢6 kha nang ngin chan (protection) cac khai thac diém
yéu ¢ mirc mang va img dung

- Phai co6 kha nang cho phép t6 chirc tu viét cac chir ky nhén
dién méi de doa (threat signature)

- Phai c6 kha niang chuyén cac yéu cau DNS dén cac tén
mién (domain) dc hai dén mot dia chi giao thirc Internet
(IP) dich da dugc cdu hinh (sinkhole)

- Phai ¢6 kha nang cung cap mot danh sach dong duge dinh
san & bén ngoai (external dynamic list (EDL)) dé ngudi quan
tri c6 thé dung dé thiét lap cac chinh sach
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STT Tén hang héa Quy cich/ Thong so ki thuit PDVT | S6lwgng Pon gia | Thanh tién

- Moi nhan sy trién khai phai co t6i thiéu ching chi sau:
Chimg chi Ky su an ninh mang "PCNSE"

2 Phin mém bio mit Toan dién cho may chu danh chan trung tam nang cao Phén 6
"Central Intercept X Advanced" mém
thoi gian bao hanh phan mém >05 ndm

3 |Thiét bj San switch S Port > 24 port 32Gb Bo B

SN3600B . S

So Port dugce kich hoat (activate) > 24 Bao gom day du ban
quyén tinh nang dé kich hoat sin toan bd > 24 cong FC 32Gb
Phu kién:
+ >24 x 16Gb bg thu phat (Transceiver SW)
+ >24 x 1.5m day néi soi quang (Fiber Optic Patchcord)
Bao hanh va ho trg: Toi thiéu 3 nam 4 gio 24x7 vai thoi gian
phan hoi 15 phut cho céc sy ¢b nghiém trong clia nha san
xudt thiét b

4 |Mdy chu Rack Thuong Hiéu: Thudc cac nude G7 Bo 6

Dang thiét bi: May chu dang Rack 2U, gin sin mat na phia
trude dé tranh tac dong vat ly 1én thiét bi, hd tro gan duge
cam bién cho phép phat hién can thiép vét ly ngay ca khi
khong bat thiét bi.

Bo xur ly:

- C6 sin 02 vi xur ly 6426Y (2.5GHz 16-core) hodc cao hon.

- Hb trg cac dong bd vi xir ly (CPU) ¢6 bd nhé bing thong
cao (High Bandwidth Memory "HBM").

Bo nho:

- (6 san toi thiéu 512GB RAM (16 x 32GB) loai DDR5-

4800 hoac hon
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STT

Tén

h

Quy cich/ Thong so ky thuit

bVvT

S6 lrgng

Pong

=

Thanh tién

Tuan tha cac tiéu chuan cong nghiép va bao mat:

- Thuét toan an ninh quéc gia thuong mai ( Commercial
National Security Algorithms "CNSA")

- Xac thue (FIPS 140-2 validation)

- C6 thé dinh cdu hinh (Configurable for PCI DSS
compliance)

- Xac minh va khoi phuc phan mém (Firmware verification
and recovery)

- Xoa an toan (Secure erase)

- Giao thirc bao mat va mé hinh dir liéu (Security Protocol
and Data Model "DMTF SPDM")

Hé diéu hanh hd trg : Windows Server; VMware ESXi: Red

Hat Enterprise Linux (RHEL): SUSE Linux Enterprise
Server (SLES); Ubuntu; Oracle Linux

Ngudn dién: Ngudn AC xoay chiéu 02 x 800W (800W
Power Supply);

Thé chuyén doi quang (Card FC HBA) 16Gb FC HBA + 02
moé-dun 16Gb + 02 day quang

Quan trj (trang bi ddy du ban quyén "license")

- Quan tri qua giao di¢n web, ¢o cong quan tri riéng

- H3 tro tit bat may chu tir xa, gin két (mount) cac phuong
tién ao (virtual media)

- H3 trg ghi/phat ndi tiép (Serial Record/ Playback)

Cung cip sin kha nang quan ly théng qua nén tang dién toan
dam may vai cac tinh nang:

- Cap nhat phién ban phan mém (firmware) c6 thé dinh thoi
cap nhat

- Chu hinh luu trir co ché dia RAIDO, RAID1, RAIDS

- Cai dat hé diéu hanh (OS)
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